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Agenda

* Introduction of the team

e Introduction of the project
* Purpose of the project

* The goal of the project

« Composition of the project
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The purpose of the project
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The purpose

* Insights concerning
environmental factors

« Comprehensible Platform /
dashboard that offers
detailed information

* Enables organizations / to
make informed decisions
based on concrete data.
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The goal of the project
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The godl

The goal of the project is to measure air
guality and other environmental properties
and make this data available for local
organizations and governments to aid in
decision-making.
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But how do we get all this fo work ¢
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Agenda

* The Sensor

« Backend Infrastructure
« Backend Components

* Main Server
* Main Server Components

* Frontend Infrastructure
* Frontend Components

AP | raeeen 9/09/2024  Powerpointsjabloon AP
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Composition

Sensor

AP

AP HOGESCHOOL
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Sensor Infra Backend Infra Frontend
» Influx dib N.gmx
MQaTT v
(encrypted) i
Sensor GW > Sensor
- 515 (Fast —.
"] lorawan (TTN) > Eridge Treafik AI[’I] - )
WG =
== 4 b E—
» Posigres b | '@ W
r -
- User
Main Server
Traefik Authentik Jenkins CheckMKE
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Composition

Sensor Infra

_—
- ~ R-_-. .| Sensor GW
- L-._, - lorawan (TTN)
g

Sensor

User
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The sensor <
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Overview

Sensor Infra

Sensor GW
lorawan (TTN)

¥

User
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Jesse Zaenen [loT] Lorik Qerkezi[CSC]

Kobe Nevelsteen [loT]
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Market research

« Sparkfun
« Adafruit
* DFRobot

Open-source

AP | e ™



Overview

Solar Power Manager Sensor box

Solar panel LoRa

Power Manager
Board

ESP-32 board

Battery Sensors

AP HOGESCHOOL
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Component placement sensor box

——

ESP-32 Power
Board Manager
Board
A\ RN J

LoRa Antenna

e N A

Battery Sen55

AN //
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LiPo Battery
LP674062
3.7V 2000mAh

Adjust for MTTP until green
light shines
in full sun

A P AP HOGESCHOOL
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Autonomy

Practical

* Long duration test had some
setbacks due to hardware
errors

Theoretical
* 72 hours of battery life

« Charging time +- 4 hours
using the solar panel

OOOOOOOOOOOO
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Measuring environmental factors

e Humidity

* Temperature
* No,

e TVOC

e PPM (parts per million)

9/09/2024 Powerpointsjabloon AP
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AP|

Final product

Old design

AP HOGESCHOOL
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New design
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Obstacles We Faced

* Problems with the sensor-
board

* boot and enable are
changed

 rx and tx were already
swapped

* LoRa chip didn’t have all
connections

* \Voltage integration problem

OOOOOOOOOOOO
NNNNNNNNN 9/09/2024 Powerpointsjabloon AP
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Adaptations Overview

« Hardware

* Rewired the second LoRa
communication cable (black)

e Put a wire straight from the 3.3V to
the ESP-32 voltage input and
erased the previous connection
(red)

« Software

« Added the current sensing
capabilities

« fold and charge indicators

« BME280 readings

AP HOGESCHOOL
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Future adjustments
 esp-idf adaptation
 Current sensing OPAMP

* reconsider the voltage L)
Input and outputs R
Y ole

 LoRa GPS map
* brown out detection

=

-
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The gateway
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Gateway

* Sensors
* The things network
* Gateway

P|AP HOGESCHOOL o
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AP

Gateway parts
cm4-poe-ups-base

AP HOGESCHOOL
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IC880A-SP| LoRa®
Concentrator
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Gateway parts
samsung icr18650

AP HOGESCHOOL
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raspberry pi compute

module 4
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Composition

Sensor Infra

_—
- ~ R-_-. .| Sensor GW
- L-._, - lorawan (TTN)
g

Sensor

User
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Backend infrastructure
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Composition

Backend Infra

Influx db

Sensor
) fi SIS (Fast
Bridge Treafik API)

Postgres - |

v

AP HOGESCHOOL
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Backend Components

* WireGuard
« Sensor Bridge

e Data Storage
* Influx DB
* PostgreSQL
* Traefik
* SIS — API with FastAPI

9/09/2024 Powerpointsjabloon AP
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ereguord Ga’rewoy

Backend Componen’rs
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Cybersecurity
WireGuard

9/09/2024 Powerpointsjabloon AP 40



Cybersecurity
WireGuard @W'REGUARD

* Why WireGuard?

APAQ&E

E AP HOGESCHOOL
® WG aSy AP e °

Gateways

o e s
J:jSenscr

37182de4-e89a-4bb2-aa61-7602e1a9742f testgateway 10.8.0.2 n

8ae1692f-feb8-4fac-8a15-b0b5ce2d6bf8 KistGateway 10.8.0.3 n
& Ground Sensor
(8 Weather Station 8708ddcd-d0f2-4a1d-8cbe-a4e249bfb8d1 SuzaGateway 108.04 n

Q Notifications

[@} Settings

3] Logout
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 SensorBridge

Backend Componen’rs |
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Sensor Bridge Overview

Backend Infra

Influx db

513 (Fast
API)

Postgres < |
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Sensor Bridge Overview

@LD Ra {Bmesj—>{ Gateway
[

loT sensor Forward data
“
Sensor Bridge  ——MQTT: The Things Metwork
l i
Influ=xDE
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Sensor Bridge — The payload

* The Things Network ID
* Recieve timestamp
* Data

o Base64 encoded J S O N
o 11 parameters |
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Data Storage

Backend Componen’rs |
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Data Storage Overview

Backend Infra

h 4

APT)

815 (Fast

AP HOGESCHOOL
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Data storage
* Different kinds of data

&) influxdb

 Sensor data
o Timeseries database

* Relational data
o Relational database

PostgreSQL




Data Storage — InfluxDB

* The Things Network ID
* Recieve timestamp

e Data
o Base64 encoded
o 11 parameters

9/09/2024 Powerpointsjabloon AP
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Data Storage — InfluxDB

* The Things Network ID
* Recieve timestamp

e Data
o Base64 encoded
o 11 parameters

9/09/2024 Powerpointsjabloon AP
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SIS/API WITh FOSTAPI

Bc:ckend Componen’rs

AP DR e ¢ APBE



APl OVERVIEW

Sensor Infra Backend Infra Frontend
» Influx db Ngnix
MQTT
IRATT] — (encrypted) l
3 [ZE ] oRAa .| SensorGw > | Sensor .
J O F Lg T rerawan (TTN) » | Bridge Treafik = -
TITIT S— WG E
Sensor N o
» Postgres R .é’w
r¥s

- User

Main Server

Traefik Authentik Jenkins CheckMK .

— DATA FLOW

52
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API
PREVIOUS YEAR

* NodeRuby

2 routes
* Sensor.|s
* Weatherstation.js

* Script.js & app.)s

9/09/2024 Powerpointsjabloon AP

THIS YEAR

* FastAPI

* 8 routes

* 7 models (classes)
* 2 utils

* Main.py

* In-depth readme

53



Why do we use FASTAPIe

* Included in IT@AP classes
« Smooth handover to next year students

* Python is a very accesible programming
language

e Extensive documentation available

@ FastAP]
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PREVIOUS YEAR THIS YEAR

¥ lav-api v znz-infra [ src | fastapi /|  + v Lock

/ noderuby / i Merge branch 'dev' into 'lau-api' -+
de Waal Joey (s143533) authored 19 hours ago

8 Code owners Assign users and groups as approvers for specific file changes. Learn more.

Name Last commit
routes X
E3 .vscode Sensor data endpoint samen met Yenthe
Dockerfile 3 _pycache__ Merge branch 'dev' into 'lau-api'
appjs Y % E3 doc_images Added swagger image
et E3 models Merge branch 'dev’ into 'lau-api
Ny lock. EJrouters Merge branch 'dev' into 'lau-api'
package-lock.json
3 utils Revert "Merge branch 'joey-fastapi-auth' into 'dev'"
package.json
.env.example Merge branch 'dev' into 'lau-api'
scriptjs .
& .gitignore change upload type for sensor
& Dockerfile small fixes and documentation
README.md remove old auth documentation
2 main.py Added images to non bulk import / static
AP HOGESCHOOL requirements.txt Merge branch 'dev' of https://gitlab.apstudent.be/nox/znz-infra into lau-api

ANTWERPEN




Why do we need an API ¢

 Data flow between components
* Acts as a middleman

Sensor Infra Backend Infra Erontend
Influx di Ngnix
MaTT
ITTITI — (encrypted) l
E cE ~ D~ .| Sensor GW > Sensor _
1 & E LgR“ ®| lorawan (TTN) > Bridge Treafik < - =
11111 S— WG = : —
Sensor = e «—
3 Postgres - -é’w
» ¥
- User

Main Server

Traefik Authentik Jenkins CheckME .

— DATA FLOW

AP HOGESCHOOL
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What is our APl doing ¢

« Database - PostgreSQL - connection PostgresoL
« Database — InfluxDB - connection @ influxdb

* Frontend (website) integration

* Frontend user interaction with
backend - API




 FASTAPI FEATURES

SIS/API with FastAPl

AP I0ee G T & AP.BE
~ ~1 | | | : 58



FASTAPI FEATURES

* VPN management

« Sensor data handling
e Sensor registration

« Auth with authentik

* Notifications

* EXport data in csv

9/09/2024 Powerpointsjabloon AP

@ WIREGUARD

F)avthentik
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VPN management

 Manage WG gateways
* Create gateway
* Delete gateway
* Get gateway stats
 Get configuration

9/09/2024 Powerpointsjabloon AP
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Sensor data handling

 Retrieve specific sensor data
 Retrieve all sensor data
 Retrieve specific data

* Retrieve data between dates

* Retrieve aggregated sensordata

AP | raeeen 9/09/2024  Powerpointsjabloon AP
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Sensor registration

* Register new sensor

* Register batch of sensors

« Modify sensor

* Register sensor group

e Add sensor to sensor group
 Delete sensor group

AP | raeeen 9/09/2024  Powerpointsjabloon AP
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Authentication

* Authentik as OIDC provider
* FastAPIl middleware to control sessions
« JWT tokens in Cookies

AP HOGESCHOOL
AP| AAAAA RPEN 9/09/2024 Powerpointsjabloon AP

I OpeniD
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Composition

Backend Infra

APT)

815 (Fast

AP HOGESCHOOL
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~ Main Server
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Main Server Overview

Sensor Infra Backend Infra Frontend
» Influx db Ngnix
MQTT v
—_— (encrypted) l
~ Sensor GW ™ Sensor (Eac
— — ) SIS (Fas -
LO Ra lorawan (TTN) |-l o Bridge Treafik aorn [ - -
— e API)
Sensor g -—
» Postgres * 1' V
rva
. User
Main Server
Traefik Authentik Jenkins CheckMEK
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Main Server Components e .

Traefik = |

Authentik ook @Jenkin  Aautheniy
Jenkins i
CheckMK [A]

Production Server

© FastAPI

AP HOGESCHOOL
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Troeflk & Au’rhen’rlk

| Mcm Server Componen’rs

AP I0ee G T & AP.BE
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Traefik & Authentik Overview

Frontend

Ngnix

Sensor Infra Backend Infra
> Influx db
MQTT h 4
(encrypted)
Sensor GW » Sensor
515 (Fast
lorawan (TTN) - Eridge Treafik ( +
b API)
\lﬁer
» Postgres |
Main Server
Jenkins CheckMEK

AP HOGESCHOOL
AP ANTWERPEN 9/09/2024 Powerpointsjabloon AP
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AP

AP HOGESCHOOL
ANTWERPEN

Authentication

AQ & E ar B® Microsoft 365

ATR QUALITY & ENVIRONNENT Sign in

Welcome tO APAQ&E! jane@coolexample.com

Email of Username

Password * Show

Keep me signed in on this device

Need to find your password?

9/09/2024 Powerpointsjabloon AP
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AUTHENTIK

* Open-source identiteitsprovider and
authenticationsystem

* Acts as oauth2-provider

* Easily integrated in applications and services
* [dentity management

* Single Sign-On (SSO)

* LDAP for integrated services

9/09/2024 Powerpointsjabloon AP
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Reverse Proxy

treefik

9/09/2024 Powerpointsjabloon AP
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AP

Traefik

« Open-source reverse proxy
* Load balancer
o SSL-certificates

AP HOGESCHOOL .
ANTWERPEN 9/09/2024 Powerpointsjabloon AP
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q - Jenkins i |

Main Server Components

AP DTS G & APBE
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AP

Sensor Infra

Jenkins Overview

= Sensor GW
LQRa lorawan (TTN)
S

AP HOGESCHOOL
ANTWERPEN

9/09/2024

Backend Infra

Frontend

Ngnix

> Influx db
MQTT h 4
(encrypted)
Sensor
’ SIS (Fast |
= Bridge Treafik APl [
'\.ﬁ‘fG
» Postgres < |
Main Server
Traefik Authentik CheckMEK

Powerpointsjabloon AP
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Jenkins Basic

‘ RELEASE

MONITOR OPERATE

S

P|APHOGESCHO0L o
A ANTWERPEN 9/09/2024 Powerpointsjabloon AP




Jenkins

S W Name | Laatste geslaagd Laatst mislukte
@ C) Backups 1 minuut 28 seconden  #105 42 minuten  #104
@ o ProductieOmgeving 1dag 20 uur  #5 4 dagen 19 uren  #3
@ "’,—-:3 Testomgeving 2 dagen 19 uren  #22 2 dagen 19 uren  #21
AP HOGESCHOOL . .
AP ANTWERPEN 9/09/2024 Powerpointsjabloon AP

Duur laatste project uitvoer

12 seconden

8 minuten 2 seconden

4 minuten 53 seconden
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Checkl\/\K

Mcm Server Componen’rs
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CheckMK Overview

Sensor Infra Backend Infra Frontend
» Influx db Ngnix
MQTT h 4
) (encrypted) l
~ Sensor GW ™ Sensor
— JR— 515 (Fast
LQRa lorawan (TTN) |1 | | Bridge Treafik m[g” <
o \lﬁer
Sensor | - 'E’ = «
> Postgres < -" #
rva
User
Main Server

Traefik Authentik Jenkins -

AP HOGESCHOOL
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Cybersecurity

CYBER
PROTECTION

A

AP HOGESCHOOL
AP ANTWERPEN 9/09/2024

Powerpointsjabloon AP

MONITORING

Web Server Monitoring
Monitor > Overview > Web Server Monitoring

Dashboard Add Dashboards Display Help & @@
Host statistics
139 § Up

6 || In downtime
0 | Unreachable

0 [| Down
145 | Total

Service statistics

4903 [| OK
343 | In downtime
0 | On down host
37 | Warning
1 § Unknown
72 || Critical
5356 | Total

Web Servers -

80
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Cybersecurity
CheckMK - IN DEPTH

e Server status
« Server logins
e Service status

 Docker containers
oStatus
oServices inside container

AP HOGESCHOOL .
AP| AAAAA RPEN 9/09/2024 Powerpointsjabloon AP
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Anmble

Server prepero’non |

AP I0ee G T & AP.BE
~ ~1 | | | : 82



Automation

ANSIBLE

OOOOOOOOOOOO

NNNNNNNNN



Ansible — IN DEPTH

* Preparing the server
 Deploying the infrastructure
» Adding checkmk agents - monitoring

* Changing servers
* Changing provider

9/09/2024 Powerpointsjabloon AP
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Frontend

AP I0ee G T & AP.BE
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Composition

Frontend

Ngnix

User

AP HOGESCHOOL
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Stijn Voeten, [SOFT] right

Hakim Ghanoudi, [ITBUS] left
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* Nginx
 Dashboard

9/09/2024

Frontend Components

Powerpointsjabloon AP
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Dashboard

Frontend Components

AP I0ee G T & AP.BE
~ ~1 | | | : 89



Dashboard Overview

Frontend

User

AP HOGESCHOOL
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Rome wasn't built in a day...
neither was this dashboard.

AP HOGESCHOOL
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Why first designing ¢
Instead of building




AP

AP HOGESCHOOL
ANTWERPEN

9/09/2024
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Powerpointsjabloon AP
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‘ AP % Sensor Dashhoard

IIIIIIIIIIIIII
APPLIED SCIENCES
AND Al Ri

X stations selected

/A
Alerts
Go
.| Weatherstation location | Station Information | Mean values (24h)
. | Weather station | Sensor health Temp: .. TVOC: ...
STATION_NAAM Voltage: 4.2V _ _
: { } Power: 10mW C02:... NOx: ..
| Last data Uptime: Humidity: ..~ Air pressure...
Yo 11/03/2024 @ 15:07 10d05h13min
. PM: ... Gust: ...
| Weatherstation location | Station Information | Mean values (24h)
- | Weather station | Sensor health Temp: .. TVOC: ...
{STATION_NAAM} Voltage: 4.2V , _
P Power: 10mW C02.... NOx:...
| Last data Uptime: Humidity: ..~ Air pressure: ..
11/03/2024 @ 15:07 10d05h13min
PM: ... Gust: ...

9/09/2024 Powerpointsjabloon AP
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ANTWERPEN
APAQsE

O
AP | AP HOGESCHOOL KIST v ~

Avg. temperature 24

wics 32.3 OC ™ 1.5%

| Nam 4
I {3} Sensor Box Compared to 31,8 °C yesterday D L Status

Live Sensor Status

Last week average 32.3°C

— 1} Overview #ED543 KIST AOO1 @ Running Details

— 28 All boxes

Avg. humidity 24 #AF472  KISTA002 ® Running

— © Map
56,5 % : : :
’ . i #RD539 KIST AOO3 Offline Details
7s? Ground Sencor Compared to 60 % yesterday
Last week average 53%
8 Weather Station
Avg. CO2 24H

A Notifications 368 PPM

. Compared to 350 PPM yesterday
% Settings

Last week average 53%

Avg. TVOC 24H

41 ug/m3

Compared to 45 pg/m3 yesterday
Last week average 31 pug/m3

Avg. Nox 24H

-] Logout
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ap .. (9) - Sensor Boxes A Q

v
KIST A0O1 KIST A002
I {3} Sensor Box
— {3} Overview g
|1 Details
— {3 All boxes ‘
— © Map
v
KIST A003 KIST A004 o
&8 Ground Sensor
@3 Weather Station
A Notifications
% Settings STNTWN A001 o STNTWN A002
STDHSE A001 STDHSE A002

-] Logout
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ANTWERPEN

0

I 1} Sensor Box

— 1} Overview

— 28 Sensors

— © Map

&8 Ground Sensor

8 Weather Station

anagment 60 °C

A Notifications

-] Logout
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Temperature

06:00 07:00 08:00
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Rain v

|
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AP isesge

I {} Sensor Box
) .

— {2} Overview
— & Sensors

= Map

&8 Ground Sensor

8 Weather Station

Managment
A Notifications

&% Settings

-] Logout

APAQ&E - MAP
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I 1} Sensor Box

— |1} Overview

— 28 All boxes

— © Map

&8 Ground Sensor

8 Weather Station

A Notifications

% Settings

-] Logout

KIST

Avg. temperature 24

32.3°C

™ 1.5%

Compared to 31,8 °C yesterday

Last week average

Avg. humidity

56,5 %

32.3°C

24H

v 2.5

Compared to 60 % yesterday

Last week average

Avg. CO2

368 PPM

53%

24H

v 2.5%

Compared to 350 PPM yesterday

Last week average

Avg. TVOC

41 pg/m3

53%

24H

2 5e

Compared to 45 pg/m3 yesterday

Last week average

Avg. Nox

585 nnh

31 ug/m3

24H

Live Sensor Status

ID

#ED543

#AF472

#RD539

Name

KIST AOO1

KIST A002

KIST AOO3

Status

‘ Running

. Running
Offline

Coeis



| {} Sensor Box

— 1} Overview

— A Sensors

— © Map

o8 Ground Sensor

(8 Weather Station

A Notifications

% Settings

-] Logout

G i @

Temperature

60 °C i i T‘ ‘

50 °C } M
.‘ \
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Anomaly detection - Technologies

d’ docker

@ python’ g’ PREFECT




Anomaly detection - Goal

« Finding anomaly's in temperature

« Abnormal high/low temperatures would
be calculated

||||iI|I|I|l||||IIII|IIIII|||I]IIIIIIIIIIIIIIIIIII|IIIIII|II|IIII||||||I|II|III|| n°
|lI||||III|I|I||I|Il|||l||||||||||I|IIII|I|II|!I||||I|I|I|IIIIII|||I||||l||[l|||| n°

« Dashboard displays message
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Anomaly detection - Example message

#AF472 - KIST AOO3 & e

X
OYesterday's temperature was warmer compared to =) )
- previous years i dabon
A Q Q

Q

e 46.5 oC ‘ 918 ”(JH

Tomperature Humigity

AP HOGESCHOOL
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Anomaly detection -

Flow

PostgresDB

Docker container
Reading dataset
e Quitput
Data maniputation Data maniputation
Processing requested data—p»

Al algorithm




Anomaly detection - Algorithm Flow

APl data amay Reading dataset

Data manspulation Al algorithm Data manpuiabion

AP HOGESCHOOL
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extract-flow / carrot-avocet data-store-flow / agile-marten

Anomaly detection -
Algorithm Flow

connect_to_database-0 egnvert_date_format-0
requesting_data_from_db-0 =5 store_data_in_database-0
/= |dataframe_manipulation-0

c6nverting_query_to_dataframe—O

isolation-forest-auto-flow [ uppish-grasshopper

read_historical_data-0

— sgtb_set_winter_autumn_processing-0
= pr‘éproc‘eésﬁng—ol.’if add_new_data-0
LA ] AN

|

~>| gheck\season-0

- isolation_forest_model-0
\ ‘J ‘l
> -stibset_summer $pring_processing-0
AP HOGESCHOOL = s 2
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Anomaly detection - What kind of algorithm?@

* Created 2 algorithms

 Why?
« Compare results
« Selecting the best algorithm
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Anomaly detection - What kind of algorithm?@

« Based on the Gaussian Equation

 |solation Forest (ML Algorithm)
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Anomaly detection - What kind of algorithm?@

Option 1:

AP|

Simple Ai algorithm
Custom made

Based on the Gaussian Equation

AP HOGESCHOOL

ANTWERPEN 9/09/2024 Powerpointsjabloon AP

Standard Normal

Distribution
“Bell Curve”

/TN

19.1%|19.1%

156.0% 15.0%

0.1%
Standard

Deviation: G -3 25 2 1.5 1 05 (0 05 +1 +15 2 25 +3 MamBits
Z-Score: 3 25 -2 15 -1 05 0 +05 +1 +15 +2 +25 +3
Cmuoe. 0% 2.3% 15.9% 50% 84.1%  97.7% 99.9%
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Anomaly detection - What kind of algorithm?@

Option 2:
* |solation Forest

« Machine Learning Algorithm

 More stable

AP HOGESCHOOL .
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Anomaly detection - What kind of algorithm?@

« Decision based on monitoring

* |solation Forest had best prestations
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Isolation Forest Anomaly Detection

® Anomaly
@ New Data Point

® Normal

25

30 -

Anomaly
detection -
QOutput
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aimesadwap

29
24

example

winter Week
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Hakim Ghanoudi, [ITBUS]
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Business

Planning
“ Sprint Execution \ | m— Daily Serum

Sprint

- Automation
Sprint Review
Meeting °
~M ] Notlon
‘ METHODOLOGY “ | sprint
\ \ ~ = | Backlog
Sprint Retrospective ————— @ \

Sprint

Planning meeting

Usable
Software
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Notion

@ APAQE ® ¥a APAQE'24 / .. % Project APAQ&E / B Sprint board

e ) Delen @ Yy eoe
Q Zosken B Sprint board
() Startpagina
&9 Inbox 3
D Overzicht studenten Nieuw ~
1 Instellingen en leden
® Not started In progress Documentatie Review
Teamruimten
APAQE-hoofdkwartier M ——
7 APAQE 24 Rollen - Multiple-cloud provider Dev branch cleanen + main
@ Zanzibar deployment branch updaten
L 3
Logboek Docker Compose fixen
FAQ
® Project APAQ&E
& Workspace
B Sprint board
B Items Overview
Projects :
¥ -+ Hakim Ghanoudi
Sprints
Sensorbox
Privé
Algemene componenten
Agenda
¢4 Sjablonen
W Prullenbak s
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Business

Weekly standup@

AP HOGESCHOOL
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Business

Scrum?@e

Scrum is a management framework that teams use
to self-organize and work towards a common goal.
It describes a set of meetings, tools, and roles for
efficient project delivery.

AP HOGESCHOOL
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Worked a whole semester for a good base.

E’\.

— This for 6 hours a week per student
H
H P
\/ [+ Tickets per student
H I
H I ®
_Z" Sprints
\/ Weekly standup
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Thank you KIST!
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